Practical Applications of Quality Metrics

Appendix D


1. Introduction

Here is a practical technique for measuring the quality of software and making decisions based on those measures.

2. Why Quality Metrics?

The purpose of Quality Metrics is to:

· Know where you are going.  

· Protect developers from cavalier rejection.  

· Protect Users from sub-standard software releases.  

· Provide a mechanical process for product improvement.  

· Provide a measure of Test Effectiveness.  

· Provide a measure of development methodology improvements.  

· Provide a basis for discussion between developers, users, finance, operations and others.

3. History of Quality Metrics

The actual measurement of quality has been an elusive goal.  I first used the technique described here on CSC’s Infonet project  in 1975, as a way of measuring the contribution of my System Test Group.  I invented the Quality Measures primarily as a tool for setting objective goals for Verification, Validation and Testing (VV&T).

I have used Quality Metrics have been used successfully since 1975 in the USA and UK on government and commercial projects.  The techniques described in this paper have been most effective when retrofitted into existing projects in the maintenance phase, since we were able to begin by calibrating the existing products.  The technique has also been used successfully on new projects where the user community had a clear understanding of their quality requirements, or where those requirements were similar to other projects that were already applying quality measurement.  

4. Definition of Quality

Quality may be defined as the degree to which a product conforms to its specifications.  Another way of looking at quality is to note the degree to which it deviates from specifications.  The standard method of reporting deviations from specifications is the problem report.  The technique described in this paper focuses on the Problem Report as an inverse measure of quality.

5. Evaluating Quality

5.1. Objectives for a Measure

5.1.1. Provide a Basis for Comparison

Given two problems, the measures of their deviation from specifications must be equal or one must be greater than the other.  The measures must be comparable.

5.1.2. Apply to All Components and Systems

The measure must be applicable to all components of a system and all systems.  It is not necessary, however, to require that each component of each system have a measure that is comparable to each component of every other system.  In fact, it is useful to limit measures to suites of programs which correspond to the units that develop them, test them, and/or use them.

5.1.3. Easy to Apply

Given a problem, it should be easy to determine the degree of deviation from specifications.  Quality measures have to be applied inexpensively and quickly.

5.1.4. Basis for obtaining agreement

The actual number that is applied to a problem should be something that can be agreed upon by all concerned.  The rules for determining the measure should be easy to understand and repeatable.

5.1.5. Measure the effect of changes in processes

The accuracy and precision of the Quality measure must be sufficient to see the effect of changes in the processes of testing and development.  If the measures are inaccurate, small improvements in quality may be masked by the variance of the measure.  If the precision is too small, small improvements in quality will not be measurable.

5.2. 0-9 Scale

Using a scale of 0-9 has worked well in most projects.  If a smaller scale is used, it’s difficult to get agreement as to the priority of a problem; if a problem is ranked below the mean, it’s considered low priority and above the mean it’s considered high.  That degenerates into only two levels for measurement, not fine enough to measure quality.

I have never seen anyone use or even argue for more than 10 levels of problem severity, but I have seen successful calibration activities using a 7 point scale.

Using 10 points seems to allow people quickly reach a compromise when there is difficulty in agreeing a priority; it’s more difficult to compromise when one point means the difference between being “high” and “low.”

5.2.1. Generic Interpretation

The following scale has been used, with some customization, to measure the quality of software.  It has also been adapted to document reviews and evaluation of service level agreements.  The numbers represent the degree of severity of a reported problem:

Level 9 -- This is the worst deviation from specifications.  The product not only fails to do what it’s supposed to do, but it gives no indication that it’s failing until it’s too late to do anything about it.  (It’s difficult to think about knowingly delivering a system that has even one of this level of error, but it’s done all the time, usually when the developer doesn’t know how to fix it!)

Level 8 -- This is the next worst thing that can happen.  The product does not work right, but it’s obvious.  Perhaps data is destroyed, and cannot be recovered, but you know it as soon as it happens and you know which part of the data has been lost.

Level 7 -- This is where there is a problem that costs only time to recover.  A short system outage might be classified as a 7.  Data damage, but with a chance of recovery is a 7.

Level 6 -- This might be where an old and well-used feature of the system stops working.  It’s more serious than a new feature not working because people are already dependent upon it.

Level 5 -- This is where a new feature does not work (at all).  This is usually not quite as serious as an old feature that stops working since it only denies the feature -- this is similar to being late with a release.

Level 4 -- This is an obvious error, but something that can be worked around, although with some degree of danger and difficulty.  This could be a case where selecting a particular option doesn’t work, and could even abort the program, but you don’t have to choose that option.

Level 3 -- Something that does not work, but which can be circumvented with little chance of error.

Level 2 -- Something that does not work as specified, but does something useful and could just as well have been the way it was designed.  Either the problem will be fixed or the documentation will be changed to indicate how the system actually works.  A minor spelling problem or grammatical error would be considered a 2.

Level 1 -- Technically a problem, but very minor.  Spelling errors in messages that are not frequently seen would be a 1.  Column spacing that is close, but not precisely what was specified is also a 1.

Level 0 -- A very minor problem.  Perhaps a spelling error in a message that nobody has every seen and which is not supposed to ever occur. It might be acceptable to have a lot of level 0 errors.

5.2.2. Tuning the scale

Starting with these generic interpretations of problem severity, each project team develops their own interpretations.  The only caution, is to avoid assigning a level of severity in terms of the actions that will be taken.  The level of severity is the amount of deviation from specifications, not an indication of whether or not the problem will be fixed.  Do not confuse “urgent” or “fix as time available” with this scale; they are not the same thing at all.  

Based on my experience, a project will come to an understanding of the severity of problems within a couple of months of using this scale. Given two problems, they will be able to place them on the 0-9 scale in about 2 minutes with almost immediate consensus with a point or two; it is rare that one person would argue that a problem ranks as an 8, for example, while another ranks it as a 2.

5.2.3. Separation of Suites

Each suite must be measured with its own statistics and it’s own scale interpretation.  A suite is a set of programs that are produced by one group or tested by one group.  High quality in one area should not mask problems in another, and it’s difficult to create a single scale interpretation that applies to all software.

By separating the quality measures, the development processes for each area you can evaluate changes in quality.  I have also been able to use these as a way of measuring the effectiveness of testing

6. Quality Targets

6.1. Goals -- ZD Squared

Zero Defects and Zero Down Time are goals, but are not necessarily objectives for each release.  There may be more important business considerations which place timeliness ahead of correctness.

The method of measuring quality and setting goals allows each project to make the tradeoffs between defects and getting the product out quickly.

The project should set objectively measurable goals in terms of number and severity of defects.  The total number of defects encountered during the life of a release should be compared to these targets.  Appropriate action should be agreed in order to bring the product closer to the targets.

6.2. Exit/Entry Criteria for Testing

Entry and Exit Criteria for testing phases should also be specified in terms of the maximum number of problems known and predicted at each level of severity.  If there are too many problems (known or anticipated), the later stages of testing will go very slowly.  These problems should be fixed before proceeding with testing.  This process works best when there are fixed intervals for testing and the systems under test are stable throughout those intervals.

The value of testing is measuring the quality and predicting how the product will perform in the next stage of testing; eventually, the next stage is User Acceptance or installation for use by the end-user.

6.3. Exit Criteria for Release

The same kind of entry and exit criteria that are applied between stages of testing should also be applied before the product is released to the users. The only way to hit quality targets is to assure that you are not over the limits at release time.  Some allowance must also be made for the imperfection of the VV&T process; there must be fewer problems known at release time than what will ultimately be acceptable in live running.

6.4. Objective for Live-Running

The testing processes are actually models of the live-running environments.  To the degree there are errors in the model, there will be a difference between the predicted and actual quality.  Quality goals should allow for some additional problems to be discovered during live-running.

7. Effectiveness of Testing

7.1. What can Testing contribute?

Test teams have an obligation to identify problems early enough to fix them.  They have an obligation to identify risk and calibrate that risk.

7.2. Testing Organizations don’t code or fix or decide on release

They do not put the bugs in and they do not take them out.  They do not decide if or when to release the product.  So the people who do the testing really have no control of the actual quality of the product; that’s more the responsibility of development and project management.

The people who do the testing do have a responsibility to find problems early enough so that there is time to fix them.  But the developers also have an obligation to make the product available as soon as possible so that it can be tested.

7.3. Proposed Measure of Testing’s Added-Value

One measure of the value that testing adds is the difference between the number of problems that are discovered in the next stage of testing and what was predicted by the test group.

Testing is actually a modeling exercise.  The model is the test environment and the actual system under test is the one that will run in the next stage (of testing or live).  The tests are a further model; they model the actual use by the end-user.  To the degree that these models are valid, the results in the test environment will be the same as the results in the subsequent live environment.

7.3.1. Difference between predicted and actual

There will usually be some problems detected in subsequent test and live operations, even after extensive testing.  The goal is Zero Defects, but the cost and time required are usually more than offset by the need to deliver by a given date.  So, some problems will be discovered that were not found in testing.

It is Testing’s responsibility to predict how many more problems will be found, based on their knowledge of the system and the testing they’ve done.

7.3.2. Long Term, Short Term

The objectives for quality should be set for both short term and long term.  Within a few days of “going live” the number of newly discovered problems should be predicted with fair accuracy.  It might be more difficult to predict the quality over a longer period, but a second checkpoint should be made after the product has been in the field for a while.  I have used 30 and 60 day intervals.

7.3.3. Which areas are most important

The most important areas on which to focus attention, are those that have more than the acceptable number of problems at any particular level of severity.  It may be more important to fix an excessive number of level 6 problems than to fix one or two level 7 problems.  The areas to concentrate on improving are those that have the greatest deviation from requirements, both terms of severity and number of problems.

8. Making Changes in Development

8.1. Why were the bugs put in?

Part of TQM should include analysis of all problems, to identify why they were put into the system in the first place.  If this is not done, each system will tend to have the same ratio of problems to lines of code.  Since there may be a lot of problems to analyze, developers should give top priority to problems that were outside of quality targets.

8.2. What will be done to improve?

As part of TQM, the development staff should identify changes in their processes that will result in fewer problems.  The degree of improvement should be stated in terms of the change in quality measured by testing and live running.

8.3. How much improvement is indicated?

The ultimate goal is Zero Defects and Zero Downtime.  But the immediate objective is to have fewer problems than before and to hit reasonable targets that are consistent with business objectives.  It may not be sensible to improve quality with every release at the expense of business priorities.  The areas that need most attention are those which exceed the maximum number of “allowable” problems for a given level of severity.

8.4. ZD Squared?

Zero Defects and Zero Down Time is the goal.  Quality Metrics allows us to set objectives to move towards that goal.  Then, we can manage our testing and development processes to achieve that goal.  It’s important to set reasonable objectives and then achieve them.  My experience is that by setting reasonable objectives, the whole project is willing to commit to improving quality and with that commitment, they succeed.

9. Making Changes in Testing

9.1. Why weren’t the bugs found?

In order to reduce the number of problems that ultimately get to the user and to reduce the number of problems that are found in later stages of testing, this question needs to be answered.  Look at the paper on Test Point lists to see the various explanations for why bugs are not found.

9.2. What would it cost to find more?

The VV&T team will be asked what it would take to reduce the number of bugs that are in the finished product.  By using Quality Metrics, more can be stated with a degree of precision.  If the test plan was developed starting with Test Point Lists, it should be fairly mechanical to see how many bugs could have been found earlier and estimate the cost.

The mechanics should include the whole test and evaluation process, beginning with more or better reviews.  It includes staffing, training and tools.  One result should be the migration of some tests to earlier, more appropriate test stages.

9.3. Which ones should have been found?

Testing is not supposed to find “all the bugs”, it’s supposed to find enough so that the test groups can predict the number of bugs that will eventually be found.  Providing that the number of bugs remains lower than the maximum allowable at each level, for each suite, no improvement is required.  Of course the project can raise the quality requirements as soon as they begin meeting their objectives.

9.4. How much is it worth?

In figuring out how much to spend on VV&T, you need to keep focused on the business case.  Include cost of being late vs. cost of quality, because sometimes the customer would really rather have it early rather than have the highest quality. 

9.5. What could have been found earlier?

If the number of problems discovered in later stages of testing exceeds the objectives of the project, the VV&T staff need to look at ways to migrate the tests to earlier stages of testing.  In looking at these problems, the first areas to look at are the ones that exceed the maxima set by the testing groups and the users.

10. Project Management Tool

The following Project Management Tool uses Quality Metrics in order to control the quality of the product.  It automatically extends the time for testing if testing points out unacceptable quality.  This can be used in each stage of testing.

10.1. Objectives

The following objectives are met by this tool.

10.1.1. Completeness

The project development is managed so that the product is completed in the minimum time.  If the product is not completed early, testing cannot proceed with reasonable efficiency.  This method will place importance on having a complete system when going into testing.

10.1.2. Correctness

The driving metric on many systems is the delivery date.  This tool adds the dimension of Quality Measures and trades off one against the other.

10.1.3. Convergence

In order to have confidence in their predictions about the quality of the product, the amount of change needs to converge toward some minimum.  If things are changing all over the place, it’s difficult to stand by a prediction.

10.1.4. Resource Control -- Focus

This tool also focuses the development and testing resources on precisely those areas that need attention.  Development is not allowed to change things unless they are required in order to achieve the current quality targets. Given that two problems have equal measures, development is encouraged to fix the one they can fix with the least risk, usually the one with the fewest lines of code changed. 

10.2. Proposed Method

10.2.1. Fixed Intervals for Test

Fixed intervals are set for each test session.  During those intervals, no changes are made to the product.  It’s possible that a particular problem will be discovered which must be fixed, and any further testing will have to be repeated because it would be invalid with the current product.  In that case, the interval should be concluded and a new one started after the fix is available.  In most cases testing, can proceed without making changes to the test environment.

The situation to avoid, is making “hand to mouth” changes.  Instead, save up changes for the next interval.  This allows efficient test operations and, when the testing interval is completed, you know the versions of the components that comprised the test environment.

10.2.2. Evaluation at Each Interval

At each interval the number of problems at each level of severity is totaled for each suite.  The number of problems that exceed the maximum allowable must be reduced until the product meets its exit criteria for the next stage of testing or release to the user.

10.2.3. Decreasing Budget for Change

The amount of change required in order to bring the product within the quality exit criteria should decrease throughout development and testing.  By the time the product is ready for release, the number of changes applied to the product from test interval to test interval should reach an agreed minimum.  The rate of decrease that has worked well on numerous projects, is one half of the number of changes made for the last test interval, i.e., an exponentially decreasing number of changes.  

10.2.4. Release Date as a function of rate of change

By budgeting the amount of change for each test interval, the project can state whether or not they are within budget at any given time.  If they are over the change budget, then they are not as far along in development as they had planned to be at that given time.  Unless the project improves quickly, the release date must slip to reflect the reality of being behind.  This allows the project management to use extra resources to bring the project back on schedule, long before the release deadline is at hand.

For example: Suppose the project plan set a budget of no more than 500 lines of code to change following test interval 3 and no more than 250 to change for following test interval 4.  But suppose after test interval 3 there are an unacceptable number of problems (greater than the quality metrics for each level of severity), and 500 lines of code are required in order to fix enough problems to get to acceptable quality.  The tool would interpret these facts as a schedule slip of one test interval and would claim that the project is one test interval late.  If test intervals were set to 3 weeks, the project would be three weeks late.  If subsequent testing and fixes resynchronize within the budget, the project would be declared to be back on schedule.

10.2.5. Use of Quality Targets

The quality targets set in the project plan determine whether or not problems must be fixed.  If there are too many problems in any one level, they must be fixed.  Given a number of problems with equal severity, the developers will choose to make fixes with the minimum number of lines of code changed (in order to stay under the change budget).  This is precisely what we want to have, since it lowers the entropy and increases the confidence of the VV&T team.

10.2.6. Incompressibility of Intervals

Each “test interval” must include time for fixing problems found in previous intervals and re-running the Unit Tests and any other tests that preceded the current test phase.  It must also include time for analysis and discussion of what to fix and how to fix it.  The actual testing might be able to be done quickly, but my experience is that it’s rarely possible to achieve a proportional decrease in these other activities.  

10.2.7. Getting Better at Predicting

The project staff’s experience with their project and other similar projects will dictate the size of the test/fix intervals and how many intervals they need in order to converge to acceptable quality.

If it has taken 5 intervals of 3 weeks to get through a particular phase of testing on a particular product release, it’s likely to take the same for the next comparable release.  As development tools get better and people learn more about the product, the number of intervals might be reduced.  The time for testing might be reduced through the use of simulation tools and “canned scripts”, but this may not be enough to reduce the total time requirements for each test interval (analysis, coding, re-test, etc., at lower levels).

11. Quality Review Board (QRB)

11.1. Need for the Functions

The following functions are required in order to apply quality metrics to a product.  I have found it most useful to have a single group deal with these functions.  On a large project, the Quality Review Board (QRB) needs to meet at least weekly for one to two hours.

11.1.1. Assess Quality of Components and Suites

Assessing quality is effected by deciding on the relative severity of each problem that is reported.  If a single organization puts a severity level on a problem, that severity will usually be questioned by others.  You will need to achieve a consensus among the developers, users and customers (sponsors).  

11.1.2. Set Realistic Quality Targets -- Objectives/Goals

Zero Defects and Zero Downtime may be a goal, but not a realistic target for most releases of most products.  Complex projects seldom achieve this goal, but rather achieve some level of quality that is acceptable and make steady progress toward the goal.

Projects need to assess what has been accomplished in the past and set realistic quality targets based on what they actually can do.  If the targets are not realistic, they cannot be used as the basis for decisions as to what to fix and what to leave until later.  Zero defects, for example, says that every problem should be fixed before release, but that is simply not the way most projects are run -- there are always some fixes that are deferred until the next scheduled or interim release.  

As in assessing the severity of individual problems, the project needs to achieve a consensus as to what quality targets are realistically achievable.  If they establish absolute minimums for quality, then they can manage the test/fix cycles to achieve at least these minimal quality targets. 

11.1.3. Assign Fixes to a Given Release

Given that some problems should be fixed and others should be deferred, someone needs to decide.  Whenever a fix is approved, it should be assigned to a release so that the test plans for that release can be updated to include verification of that fix.  Fixes should not be approved on a “time available” basis, because it is difficult to plan the testing and advise users of the release contents at the last minute.

11.1.4. Limit Change

The number and severity of problems in a release are a function of the quantity of change.  The relationship between problems and quantity of change may not be linear, but as the amount of change increases, so does the number and severity of the problems.

Projects need to track the relationship between quantity of change and problems within each component of their product.  They need to limit the amount of change based on the number and severity of problems that are likely and the number that are tolerable.

This is a critical consideration, reaching back to the notion that you cannot test quality into a product.  From the point of view of testing, it’s “garbage in/garbage out”; if you have too many problems going into testing, you are likely to either have too many at release time or you will have to delay the release to fix them.  One way to have fewer problems is to put fewer problems into the system to start with.  Limiting the size of releases is one way to achieve that.

11.2. Dangers of Unilateral Decisions

In order to deliver on the promise of quality, the whole project needs to be in agreement as to what they mean by quality and be committed to achieving it.  If one part of the project makes the decisions as to what level of severity to put on a problem or what has to be fixed for a given release, then the rest of the project may not be (usually will not be) in agreement.  

The Testing groups may be seen to be enhancing their own self worth by elevating the priority of problems they find and minimizing the priority of any problems that are detected later.  The users may be seen as protecting themselves from hardship by insisting that even the most trivial problems are corrected before release, regardless of the cost to developers.  The developers may be seen as minimizing the severity of all problems so that they can maintain their schedule and stay within their budget.

Unilateral decisions by any one group are suspect.  A consensus is required in order to develop meaningful quality targets and foster cooperation.

11.3. Proper Level for Members

Middle managers and their staff are in the best position to do the assessment and set targets.  My experience is that when higher level managers sit on the QRB, the issues are more political than technical.  This is not to say that political issues cannot be introduced into the assessment, but they should not be the primary focus of the quality metrics processes.  

Higher levels of management are required for resolving differences that cannot be agreed at lower levels, but in order to keep the quality metrics consistent and useful, they should be determined by the staff who are most familiar with the product.

11.4. Sample Charter for the QRB

11.4.1. Membership

The Quality Review Board is composed of representatives from the various groups associated with a project.  These groups should include developers, users, operations, sponsors, testing, and project control.  In order to keep the membership down to a manageable level, the QRB should be limited to less than 15 people.

11.4.2. Assign “Level of Severity” to Problems Reports

For each product, every problem report will be reviewed by the board.  They will agree on a level of severity relative to other problem reports for  that product.  This should take less than 5 minutes per problem report.  In practice it averages less than that.

Initially, the QRB has to build up a list of real examples for each level of severity.  Ongoing projects can establish this consensus by reviewing past problem reports; new projects have to establish this initially at a more general level.

11.4.3. Set Quality Targets for each product

The QRB will establish a quality target for each release of each product.  These quality targets will be based on past history with the product or similar products.  Quality targets must reflect the business priorities for correctness and timeliness.

11.4.4. Advisory Capacity

The QRB is an advisory rather than an executive body.  They represent the consensus of middle managers but they do not control release dates or whether or not fixes are included in a release.  In my experience, upper management usually takes the advice of the QRB and works with the QRB through its members.  If any organization needs representation on the QRB it can usually be arranged without going over the limit of 15 people.  Sometimes members represent several organizations.

11.4.5. Recommends Limits to Quantity of Change

The QRB limits the number and severity of problems that are put into a release by limiting the amount of change that goes into any particular release.  This is done based on their experience with the product or similar products.  Initial builds of a product should also take this into consideration, starting with a small kernel and adding complexity.

11.4.6. Estimate Quality and Schedule Risks

Based on whether or not the amount of change required after each test interval is within the “budget for change”, the QRB predicts the risks to the schedule and quality.  If the current schedule is maintained the quality might be at risk.  If the time is taken to fix and re-test, there may be risks to the schedule. 

For example: If the amount of code change required in week 5 is as great as what was budgeted for week 3, then the project is really only at week 3.  This means that proceeding with the original release date will, in a sense, result in cutting out 2 weeks of testing and fixing.  Alternatively, fixing the problems and adhering to a budget for change would result in a delay of 2 weeks.

11.5. Sample Agenda

Review each Problem Report and assign the priority.  Have someone explain the problem, explain it’s impact on their operation and suggest a priority.  Discuss the relative severity compared with other problems that have been reviewed and the scale that the project uses for the product or suite.  Determine if the problem must be fixed in order to maintain acceptable quality at this point in the release cycle.  If a fix is warranted, determine if there is sufficient “change budget” to make the fix without slipping the release date.  If necessary, recommend a delay in order to incorporate the fix.

Periodically revise the quality targets for each suite and each product within the suite.

Monitor the quantity of change planned for each release based on the estimates and actuals that you obtain from Change Requests and Problem Reports.  (There should be no other changes!)  Recommend limits to change based on the project history and current targets.  The Change Control Board or other entity which determines what changes go into a release should receive and act on this recommendation.

Resolve differences of opinion, if necessary, by escalating issues through each member’s management chain.

11.6. Sample Quality Targets

The following “quality matrix” might be used by a project to state the maximum number of tolerable problems at each level of severity.  The table shows the absolute maximum number that will be tolerated at release and the targets for 30 days after release.  The assumption from this table is that if the maxima are exceeded at the release date, or any time before the release, a sufficient number of problems will be fixed in order to get down to acceptable levels.  This may require slipping the release date in order to fix problems and re-test.

Maximum allowable problems reported (at Release/after 30 days)

SEVERITY LEVEL (0-9)

SUITE


9
8
7
6
5
4
3
2
1
0

A
0/1
0/2
1/4
3/8
6/10
12/20
20/40
30/80
40/80
Many

B
0/1
0/2
0/3
0/4
1/6
2/8
3/10
4/15
5/20
6/40

C
0/0
0/0
0/1
2/4
2/8
6/10
6/15
20/30
25/40
25/50

D
0/1
0/1
0/1
3/5
6/8
10/15
6/8
20/40
25/50
25/75

Note that not all of these suites have monotonically increasing tolerance for errors as the severity level goes down.  This is because each severity level is considered independently of the others.  The targets are based on making improvements from the current quality.  If the actual number of problems in suite D level 3 is 6, then it might make sense to set that as a minimum level target in the future.

Each project needs to develop a quality matrix based on their unique requirements.  
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