Test Planning (Test Points)

Appendix E


1. Introduction

The following information  outlines a testing methodology formulated by Norm Goodkin of Quality Matrix International.

2. Why use Test Points?

Test Points provide a way to develop a test plan that covers the right things, and places sufficient emphasis on important areas.  They provide a rational and methodical way to get started and proceed through test planning, creation of tests, execution and post release review.  

They provide a way to review the construction of Test Plans early enough in their development so that they can be changed.  

Test Point Lists provide a way to evaluate the sufficiency of test plans and they provide the basis for subsequent improvements in the products.

By starting with a test point list, the various stages of testing can each cover the appropriate test points.  Any overlap will be explicit and measurable, making it easier to coordinate between test stages.  By using a common methodology for test planning, the staff who plan the later testing will have an easier time of understanding the value they add.  While some overlap is probably unavoidable, it may also be beneficial; it is less likely that some problems will slip through undetected.  The most efficient test plans will parcel out certain test points to be covered primarily in one stage of testing, giving clear responsibility to each phase for covering its test points.

3. History

Test Pointing has been used by the author in large and small projects over the past 15 years.  The results have been more than satisfactory.  The Test Point List has provided the basis for the subsequent test planning and evaluation of the testing process; it has also helped to divide testing between several groups, such as Unit Test, Integration Test, and System Test.  Using this method, the author has been able to train people who are new to testing so that they are effective in test planning.

The process has been most effective when the lists are developed through reviews with all concerned parties.  Projects using Test Point Lists have been able to develop a solid test planning process that responds to the needs of the business.

4. Objectives

The objectives of Test Point Lists are to provide a complete statement of what could possibly be tested.  The method of writing down the “test points” must capture good ideas while avoiding “blind spots.”

The activity of recording Test Points should provide a simple way to start test planning and serve as a reference document for VV&T when applying Total Quality Management (TQM) and other Quality Management systems.

Test Point Lists become a deliverable document and are one of the first VV&T deliverables.  Subsequent reviews of the test point lists confirm what will be included in testing and serve as a contract between VV&T and other groups.

5. Completeness

The first attempts to build a comprehensive Test Point List are usually somewhat incomplete.  Subsequent reviews, feedback from later phases of testing, and live running will point out the need for additional test points.  Over time, the lists will become very complete, especially in the areas where they need to be complete.

Whenever a bug occurs that has not been detected by the appropriate VV&T activity, the failure is added to the list of test points.  

The organizations responsible for building and reviewing Test Point Lists will determine the type of experience and skills that are required for successful test pointing.  Over time, they will recruit and retain an effective team.

6. Basis for Agreement

Test Point Lists form a basis for obtaining agreement about what will be tested.  Using this highly specific listing of what will and will not be tested, the users and others who subsequently receive the product can come to an early agreement as to what will be covered.  There is no doubt as to what is meant by general, high level statements and testing philosophy, because the lists comprise a detailed statement of the points to be covered.

Test Point Lists also allow the people who control the budget to understand the risks involved in limiting testing,  because it explicitly states what will not be tested.

Finally, it provides a basis for the VV&T team to answer the inevitable questions such as “Why didn’t you find this bug during testing?,” and “What will it take to find this kind of bug next time?”

7. Record of Intent

After the product has moved on to subsequent phases of test (or live running) and problems are detected, it’s useful to know whether or not there was any intention to find those problems earlier.  If there was a conscious decision to not detect the problem, then the project can re-visit the processes that went into that decision.  

Without this record of intent, it’s difficult to explain why a particular problem was not detected.  Some project managers respond to unexpected bugs by concluding that testing is not effective.  Since they do not get the protection they assume they should have, they reduce or discontinue testing altogether.

8. A Basis for Getting Better

If bugs were found, corresponding to items that were not in the test point list, the VV&T team should consider using staff who are more creative or who have seen more failure modes for similar systems.  They should also consider including more experienced people from outside the VV&T team in the test point list reviews, people who are more likely to have seen the possible “failure modes” of computer systems.

If items were in the list, but still were not found by testing, there are a number of possibilities for getting better.  See the later section on “Maintenance.”

9. Test Point “Cover”

One objective of the Test Point List is to “cover” all possible cases.  It’s permissible to state several cases, and then add a test point that postulates combinations of those cases, perhaps in combination with other test points.

(The author chose the term “cover” because of its use in Lattice Theory.  A set of “points” and transformations is called a “cover” if it can generate all points in the lattice.)

When completed, there should be no aspect of the system that is not “covered” by some test point or combination of test points.  This is not to say that all of these test points are going to result in tests being run; selection of a reasonable subset is done in subsequent review processes. 

10. Generation—Getting Ready

Before any test points are actually recorded, the VV&T team should assemble and read all documents that bear on the product and its use.  They should also participate in reviews of these documents.

10.1. Participation in Reviews

The VV&T staff should participate in reviews of requirements and specifications.  This is one of the sources of information from which they can derive test points.  While the VV&T staff are certifying that these documents are sufficient to define the product for testing, they should be making notes about test points.  While this is not yet the time to generate test points, it is the beginning of the process.

In the maintenance phase, the VV&T staff must study Change Requests and Problem Reports and all subsequent changes in requirements and specifications that these changes effect.  The initial Change Request and Problem Report and all subsequent documentation should be input to the test point process. 

10.2. Internal and External Specifications

The VV&T staff should study Internal and External design specifications in order to gain information for test points.  (They also participate in order to determine whether or not the documents are sufficiently clear to allow them to begin the test point activity.)  It’s permissible for the VV&T staff to study any information, including program designs, data flow diagrams, and even code.

10.3. Interviews

The last place to gather information should be from the programmer and other staff.  The VV&T staff should obtain most of their information from standard development documents.  If they cannot, then there is a problem with these documents; either they do not exist, or they are incomplete.  

The VV&T staff should not have to conduct interviews in order to gather the information required to support the test pointing activity; interviews are rather inefficient and waste both the VV&T staff’s time and that of the people being interviewed.

11. Generation—Writing

This section describes the relatively short activity of actually writing down the test points.

11.1. Simple Structure

There is no requirement for structure in the test point lists except that the author must give each test point a unique number.  At this point in the process, there is no requirement for order, uniformity, logical sequence, etc.  This is a “brain storming session,” with one person doing all the work.  

11.2. No Other Tasks

It has proven useful to make sure there are no other activities that compete for time during the actual test point writing.  This activity calls for intense concentration, and it is too easy to be distracted by other work.  In order to achieve a good cover, test pointing requires complete dedication to the task.  

None of the information gathering processes should be combined with writing down test points; all information and notes should have been compiled and read in advance.  Interviews should not be interspersed with the activity of writing down the test points. 

If there is a need for more research, uncovered by deep thinking about possible test points, then the writer may stop and conduct the research, but the time taken for this research should not be considered as part of the time allocated to actually write the list.  (See “How Long” later in this section.)

Since the writer may find it difficult to write fast enough to record his thoughts, he may find it helpful to use a tape recorder or keyboard in addition to pen and paper.  

11.3. No penalty for duplicates

Since the objective is to “cover” all possible cases, there is no penalty for duplication.  It’s permissible to state “all possible combinations,” and then write down some of those specific combinations or even individual test cases.  It’s permissible to have the same test point duplicated many times.

No time should be taken away from writing down test points by reviewing the list for duplicates.  Culling duplicates is done later, when the lists are being cleaned up and presented for external review.

11.4. Numbering

The author gives each test point a unique number.  To allow subsequent input from more than one person, it’s useful to include the writer’s initials in the test point number.  This also encourages some pride in authorship.  

One format that has proven useful, is to use the date, contributor’s initials, and a sequence number.  That way several test point lists can be combined with a simple sort.  For example: 891221NMG-3 would be the third test point from NMG written on 21 Dec 89. 

11.5. How long does he write??

The length of time required for writing down test points will vary from project to project, but allocating 3 days for a suite that has taken 6 months to design has worked well.  If possible, the scope of the test point list should be limited to what can be accomplished in 3 days; if the test points cannot be recorded in 3 days, the testing should be partitioned into smaller pieces.  

There will be difficult periods during the 3 days, when the writer cannot think of any more points, or suspects he is duplicating things that are already on the list, but it’s only after these “lapses” that some of the really interesting points start to flow.

It’s worth some agony to make sure that absolutely no more ideas are coming into the author’s head.  Only then can he state that he has what he considers to be an exhaustive list.  After the ordeal of spending 3 days doing nothing but writing test points, the author has probably thought more about testing this particular suite than anyone else has, or ever will.

Test point lists will vary in length and complexity, but the author should be able to record several hundred test points in 3 days.

12. Reviews—Getting Agreement

What follows, is a description of a sequence of formal reviews where the objective is to add even more to the Test Point List.  Subsequently, there are reviews to decide which of the test points will actually be covered by tests.

12.1. Peer Review

The “raw” test point list should be reproduced and distributed to other VV&T staff.  A formal review should be held, in which the sole objective is to add more test points based on areas that the other staff feel the author may not have included.

There is no penalty for someone suggesting a test point that is already in the list.  The new points are just added.  

When the review is concluded, anyone may continue to submit test points that are then incorporated in the list.

12.2. Programmer Review

After the VV&T staff have had an opportunity to extend the list, the programmer should also have a copy of the list and another review should be held, again with the intention of extending the list.  At this time, the VV&T team and author of the list will get some idea of the feasibility and reasonableness of the test points; but the objective at this stage is still to extend the list.

Any discussion of the suitability of the test point list should be curtailed.  The idea here is still to complete the cover; the author(s) of the program(s) may know of additional capabilities that are not being exercised with the proposed list of test points.

This is not the time to discuss whether or not the test points represent reasonable things to test; that comes in the next review.  At this point the review is conducted to add points to the list.  It is common to have the programmer react by saying that “his” program was never meant to do the things that are being proposed in the Test Point List, but these concerns should be saved for a subsequent review in which decisions will be taken as to what test points to actually cover in testing.

12.3. Tidy Up—Will/Might/Won’t

In preparation for the next review, the VV&T staff re-write the test point list, organizing it and consolidating redundant information.  At this point the VV&T staff need to consider priorities and budget in order to propose a set of test points that will actually be covered in testing.  

They should create a section that lists the points that may be covered if time and resources can be made available, and a section for those test points that they will not even try to cover.  The intention is to select the precise set of test points for which there will be corresponding bugs.

The test points are distributed to the various phases of testing (Unit, Integration, System, Acceptance, Installation.)

12.3.1. The Problem with Too Much

If testing does not find a bug, then it is, in a sense, a waste of time.  Furthermore, testing that finds bugs that the user would not have found, or would not have considered important, are also a waste of time.  

The most efficient testing would find just those bugs that would have been unacceptable to the user and no more.

12.3.2. The Problem with too little

If there are unacceptable bugs that remain undiscovered, then there has been too little testing.  This is analogous to the Type I and Type II errors in hypothesis testing.  The cost of putting out an unacceptable bug is probably much higher than the cost of excessive testing.  

So the VV&T team should plan to do a little more testing than is actually required and err on the side of finding more bugs.  

Since testing cannot actually fix bugs, and testing is done with limited resources and time, the number of undiscovered bugs is not a direct function of the effectiveness of testing.  But in choosing which test points to include, the VV&T staff should choose the ones that are most likely to find unacceptable bugs.

12.4. User/Customer Review

This is the review in which the Users and others with concerns about the test plan get their first look at what is being proposed.  The objective of this review is to ratify the VV&T staff’s proposal as to what test points should actually be covered in their testing.  The programmer and development staff should also be represented at this review.

There should be some re-shuffling of the test points in the three categories based on input from people outside of the VV&T staff.  Some of the test points that appeared to the VV&T staff to be bizarre or of limited worth may indeed be the most important ones to cover when viewed from the perspective of the user.

The programming staff may point out that some of the test points indicate a misunderstanding of the requirements or external design specifications.  Indeed, it’s often at this review that the programmer says that “his” program was never meant to handle some of the conditions described in the test points.  This is a fairly common result and should lead directly to a review of the source documents upon which the test pointing activity was based.

The output from the review should be an agreed list of test points, sorted into categories of “will”, “might”, and “will not test.”  Following this agreement, the VV&T team have an obligation to cover everything in the “will test” list and as much of the “might test” as they can.  Not only are the items in the “will not test” category not required, but the interested community has agreed that it is not worth spending time to test them.

12.5. CM control

The deliverables from the previous reviews are the lists that went into the review and the comments and test points that were added.  Meeting minutes should be combined and placed with the rest of the VV&T documentation under Configuration Management (CM) control.  If there are subsequent changes proposed by Change Requests or Problem Reports, these documents may have to change as well. 

The test points will dictate what has to go into the test plan.  Now that the VV&T team know what they have to cover, they can address specific requirements for kit, staff and scheduling test activities.

12.6. Continue to Add Points

At any time, test points can be added to the previous deliverable.  Since this document is now under CM control, the appropriate reviews and approvals will be required.  The additional test points may require some additional resource expenditure, so it is reasonable to require these approvals.

Change Requests and Problem Reports may also add to the test point lists.

12.7. Continue to revise Will/Might/Won’t

In the course of completing the test plan, some tests may turn out to be too expensive, or a test point that was considered optional might become more important.  It’s reasonable to revise the test point list, via Change Control, during the remainder of Test Planning.

Change Requests and Problem Reports may also necessitate revision of the list.  Certainly any new features will require test points.

12.8. Test Development

Certain test points may define tests.  Other tests may be designed and then compared to the test point list to see which items have been picked up.

It’s almost certain that in the course of Test Development, new test points will be identified and the feasibility of covering existing points will change.

During test development it’s useful to refer to the test point lists to see how many of the tests that cover the “will do” test points have been developed.

Some test points will move between test phases.  It will become clearer during test development, that some are better left for later and some can migrate to earlier test phases.

12.9. Test Execution

During test execution it’s still useful to add to the test point list.  There will often be interesting cases that occur during testing that were not considered when writing the list.  Since the date is recorded with each test point, there is no “hidden agenda” of making it look as if the test points were complete; the whole idea of test pointing is to maintain a complete list of what can be tested.

Test points are “checked off” as tests either find problems or do not.  The degree of confidence that the test group has is measured by the number and nature of the test points they have covered. Things that were supposed to get done but were not covered are highlighted and reported so that everyone understands the risks.  The test group records the results of testing and reports on “test completeness.”  

If there are significant items that are added during test execution, the VV&T team should review the test plan to see if the plan still makes sense.  If they want to change the plan, they should maintain the discipline of getting the plan reviewed and approved under Change Control.  Some tests may have to be deferred or re-run in later phases of testing.

If there are whole classes of test points that are added, the VV&T team should note them and address the need the next time test point lists are being created.  The whole VV&T team should get smarter through this process.

12.10. Next Test Phase (or Live)

In this phase, the VV&T team assesses the quality and completeness of the test points.  Problem areas that were not predicted by test points, or not included in the test plan indicate room for improvement.

For every Problem Report that comes in, the VV&T team should note at what point they failed to identify it.  If it was not in the test point list, they should add it to the list and then determine why they did not have it in the first place.  If there are an unacceptable number of problems that were not covered by test points, they should consider the following:

Increase the training of VV&T staff.

Hire more creative and experienced test point writers.

Have more experienced staff review the test points.

12.10.1. Use check-lists made from previous 

12.10.1.1. 80% should be duplicates of known bugs

If the test points and planning have been effective, most problems reported by the users should have already been discovered in testing and reported prior to release.  The remaining 20% are candidates for revision to the test point lists and test plans.

12.10.1.2. Understanding the other 20%

Of the 20%, the reasons for bugs getting out are almost never that they were not thought of, i.e., that they were not in the test point list.  The following are some of the reasons for not finding these 20%:

Decided not to test.  These will be noted in the test plan if the suggested paradigm is followed.

The plan called for testing, but the tests were not written or carried out.

The test was written, but the test failed to find the bug (“test failure” as opposed to “product failure”)

The test was run, but the results were not correctly interpreted, i.e., interpreted as “not a problem” either by VV&T staff or development..

The problem was uncovered by the testing, but could not be reproduced.

The problem was documented, but there was a decision to release the product with the problem.  Later, the customer determined that this problem must be fixed.
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